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Attribute

A piece of information describing the End User, his/her properties or roles in an
Organization.

Attribute Authority

An organization responsible for managing additional Attributes for an End User of a
Home Organization.

Authentication

Process of proving the identity of a previously registered End User.

Authorization

Process of granting or denying access rights to a service for an authenticated End User.

Digital Identity

A set of information that is attributable to an End User. Digital identity consists of
Attributes. It is issued and managed by a Home Organization and zero or more Attribute
Authorities on the basis of the identification of the End User.

End User Any natural person affiliated to a Home Organization, e.g. as an employee, researcher
or student making use of the service of a Service Provider.
Federation Identity federation. An association of organizations that come together to exchange

information as appropriate about their users and resources to enable collaborations and
transactions.

Federation Operator

Organization providing Infrastructure for Authentication and Authorization to
Federation Members.

Federation Member

An organization that has joined the Federation by agreeing to be bound by the
Federation Policy in writing. Within the federation framework, a Federation Member
can act as a Home Organization and/or a Service Provider and/or an Attribute Authority.

Home Organization

The organization with which an End User is affiliated. It is responsible for
authenticating the End User and managing End Users’ digital identity data.

Identity Management

Process of issuing and managing end users’ digital identities.

Interfederation

Voluntary collaboration of two or more Identity Federations to enable End Users in one
Identity Federation to access Service Providers in another Identity Federation.

Service Provider

An organization that is responsible for offering the End User the service he or she
desires to use. Service Providers may rely on the authentication outcome and attributes
that Home Organizations and Attribute Authorities assert for its End Users.
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